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Purpose

This document will detail the steps required to recover a Windows NT
server from a complete failure. The following assumptions are made in
this document:

There is a current full backup of the system (Arcserve 6.x or higher)

There is a tape device locally connected
OR
There is a tape device network connected

The Windows NT Server setup CD-ROM
OR
A Windows NT Server distribution CD-ROM

Audience

The audience for this topic is any individual assigned the responsibility of
performing this procedure.

Assumptions
This topic assumes the catastrophic failure of a Windows NT 4.0 server at
the home office.

Tasks

Create Disaster Recovery Diskettes.

Insert installation CD-ROM

Insert the Cheyenne Disaster Recovery Disk
Scan tape backup sessions.

Start Disaster Recovery

Create Volume Set

Format Volume Set

Restore Data

PN R W=
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Procedure for Locally Connected Tape Device

Create Disaster Diskettes

1. | Create the Disaster Recovery (DR) diskettes:

There are four diskette images on:

\WWCHI1DOO2\INSTALLANTSRV40\BOOTDISK.
cheydrO1.dsk
cheydr02.dsk
cheydr03.dsk
cheydr04.dsk

To Create the diskettes, run disaster.bat.

2. | (Assuming the restore is happening on the same physical
hardware) Recreate the system as a new hardware unit (see
Compaq Proliant xxxx Server Installation Procedures - for your
specific hardware platform).

3. Boot the system with the Windows NT Server setup disk #1
(cheydrO1.dsk image diskette) (created above).

You are prompted to insert the Windows NT Server setup
diskette #2.

4. | Insert the Windows NT Server setup disk #2 (cheydr02.dsk
image diskette) (created above)

You will be prompted to select the setup type — Express or
Custom

Press the C key to select a custom setup. (This allows us to
specify partition information during setup. Express will create a
C: partition with the maximum amount of disk space available).
You are prompted to automatically scan for mass storage
devices or specify your own.

6. | Press Enter to automatically detect.

You are prompted to insert the Windows NT Server setup disk
#3.

7. | Insert the Windows NT Server setup disk #3 (cheydr03.dsk
image diskette).

After the hardware detection is complete, a list of mass storage
devices that have been detected is displayed.

8. | Press Enter to continue.
You are shown a list of hardware (video, mouse, etc) that setup
has detected. Do not change the settings.

9, | Press Enter to continue.
You are prompted to insert the Windows NT Server CD-ROM.
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Insert Installation CD-ROM

1.

Insert the installation CD-ROM for Windows NT.

2.

Press Enter to continue.
You are prompted to specify a destination for the files to be
installed. Create the C and D drive partitions as follows:

3.

Select (using T keys) the Unpartitioned Space line and press C
to create a partition. You will be prompted to enter the size of
the partition to create (by default, setup will enter the maximum
available space to the partition).

Use Backspace key to erase default amount 4044 and enter 502.

Press Enter to continue.
You are returned to the previous selection screen.

Again, select the unpartitioned space and press C to create
another partition. This partition will be 1502 in size.

Press Enter to continue.
You are returned to the previous selection screen.

®l N & w|e

Select the C: (502MB) partition and press Enter to install
Windows NT on that partition.

You are prompted to format the partition as either FAT or
NTEFS.

Select FAT (default) and press Enter to format the drive.
You are prompted to insert the Cheyenne Disaster Recovery
Diskette.

Insert Recovery Disk

1.

Insert the Cheyenne Disaster Recovery Disk (cheydr04.dsk
image diskette).

2.

Press Enter to continue.

(File copy will now begin). You will be prompted when the file
copy process completes to remove any diskette and CD-ROM
from the drives.

Remove the Windows NT CD-ROM and the Cheyenne Disaster
Recovery Diskette.
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Press Enter to reboot the server. (The server reboots). At this
time, there should be a locally attached tape device installed with
the current full backup of the system inserted in the drive.

The Cheyenne disaster recovery wizard is displayed (Figure 1).

Welcome ta be Cheyenne Disaster Recoven Wizaidl This
‘wizard will guide you step by step to recover your system.

A and prezsing “iew Config... " button.

If you previously saved pour computer's configuration on a Aoppy
dizk, vou can retrieve it now By inzerting the floppy disk into drive

| iew Carfig . 2 Back | Mewt > | Cancel |

Figure 1. Cheyenne Disaster Recovery Wizard.

Confirm that the current full backup tape is inserted into the tape

drive.

Click Next to continue. The Tape device dialog is displayed
(Figure 2). This will show you all locally attached tape devices

that were detected and any media that is in the device.

Plzase select & tape media from the list then press Mext,
media for all backup sessions.

T ape devices and media;

This 13 3 hst of tape devices and media you hawe n pour sestem

Chevenne Disaster Recovery \Wizard will allow pou to scan the

Wendar ID

Product |D Device Tupe

" Tape Information

= Dewice: 0, Board: 0, Bus: 0, SCS1ID: 3, LUN: O

Yendar: HP. Product: HP 354804, Firrneare: 1009

"Media Information

@ Serverl Seq 1 1D: ¥8E1
Serial No: M3 Firgt Format: 12/12/36

Wiew Log |View§0nfig. | < Back | Nezt > | Cancel |

Figure 2. Cheyenne Recovery Wizard Showing System

Tape Devices and Media.
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7. If the dialog shows the proper tape and device, click Next to
continue.
The tape session dialog is displayed (Figure 3).

Figure 3. Wizard with Tape Session Dialog Displayed.

Scan Tape For Backup Sessions

1. Click the scan tape button to scan the tape for all backup
sessions. (This will take a few minutes).

2. After the scan Is complete, confirm that the correct sessions
were detected (Figure 4).

Flacoweny Wi

pe
e[

Ser

Figure 4. Wizard with Detected Session Dlspiayed.

3. Click Next to continue. The session assignment dialog is
displayed. (The purpose of this dialog is to assign the detected
backup sessions to the appropriate disk drive and then proceed
with the restore process).

4. Left-click on the (Unformatted 1502MB) partition to select it.
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Click the Drive Letter button.
The Drive Letter Assignment dialog is displayed.

Click Assign drive letter and select D.

Click OK to continue.
You are returned to the session assignment dialog.

Left-click once on the C: partition (502MB) to select it.

Next, click the Assign button. This will open the list of sessions
that were found on the tape.

Click on the backup session of the C drive to be restored.

Click OK to continue.
You are returned to the session assignment dialog.

Left-click once on the D partition (1502MB) and click the
Assign button.

Left-click once on the backup session of the D drive that you
want to restore.

Click OK to continue.
You are returned to the session assignment dialog.

Click the Next button to continue.
The Start disaster recovery dialog is displayed.

Start Disaster Recovery

1.

Click the Start Disaster Recovery button to begin the restore
process.

A dialog is displayed stating that you need to restart the
machine.

Click OK. (The server will reboot). After the reboot, the restore
wizard automatically starts restore process. (Wait patiently).

When the restore process completes, look for a message at the
top in the restore wizard stating that the restore finished
successfully.

Click Finish. A dialog is displayed:

“If you restored Windows NT system to a partition which is
physically different than the partition it was located originally,
you need to modify the corresponding entries of boot.ini. Do you
wish to modify it now?”.
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Click Yes to continue. Confirm that the boot.ini that is opened
looks exactly as listed below (make changes accordingly):

boot.ini file:

[boot loader]

timeout=5

default=multi(0)disk(0)rdisk(0)partition(4 \WINNT

[operating systems]

multi(0)disk(0)rdisk(0)partition(4)\WINNT="Windows NT Server Version 4.00”
multi(0)disk(0)rdisk(0)partition(4)\WINNT="Windows NT Server Version 4.00 [VGA mode]” /basevideo /sos
multi(0)disk(0)rdisk(0)partition(3)\WINNT="Disaster Recovery”
multi(0)disk(0)rdisk(0)partition(3)\WINNT="Disaster Recovery [VGA mode]” /basevideo /sos
C:\="MS-DOS”

After reviewing the boot.ini, click Save to save the file (even if
changes have not been made).
A dialog is displayed stating that the file was successfully saved.

Click OK to continue. (The server will reboot).

When the server restarts, select the “Disaster Recovery” option
from the boot menu and Press Enter to continue.

Login to Windows NT with an administrative equivalent ID.

Create Volume Set

1.

From the Start Menu, select Programs -> Administrative Tools
(Common) -> Disk Administrator. A graphical view of the
logical and physical disks is displayed (Figure 5).

=2 Disk Administrator

Partition  Eault Tolerance  Tools Wiew Options  Help

=1 Disk 0 T -
EISa Utiitie | FAT EaT
5188 ME IMB  GOZMB | 1502MB

CD-ROM 0 E:

| . Frimary partition . Logical drive
| | I [ ]
Figure 5. Logical and Physical Disk display.

Press and hold the Ctrl key while clicking on both of the sections
labeled “Free Space”.
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3. Right click on the selected partitions and select “Create Volume
Set”

A dialog is displayed prompting for the amount of disk space to
allocate to the volume set (Figure 6).

Create Yolume Set 1
kdirirm kotal zize for the volume zet iz 2 MB
bd amirmunn kotal zize for the volume set iz 6143 B

Create volume set of total zize

(] i Cancel Help 1

Figure 6. Create Volume Set Dialog.

4. Accept “Create volume set of total size” default (all available
disk space) and press Enter to continue.

Format Volume Set

1. Right-click on the newly created volume set and click on the

“Commit Changes Now” menu option. Three messages are

displayed:

The Confirm window (Figure 8) prompts you that the disk

configuration has changed - click Yes to save the changes.
Confirm i

/\c\?g Changes have been made to your dizk configuration.
N,

Do pou want o gave the changes?

Yes i Eanceli

Figure 8. Confirm Window.

2. The Disk Administrator message 1 (Figure 9) informs you that
disks were updated successfully and you need to update the
repair disk — click OK.

Dizk Administrator

./\i} Dizks were updated successfully.

It iz recommended that you update the emergency repair
configuration information and create a new Emergency Repair Disk.,
‘Y'ou can do thiz with the system wtility RDISK.EXE.

Figure 9. Disk Administrator Message 1.
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3. The Disk Administrator Message 2 (Figure 10) informs you that
the partition information has changed and you need to update the
boot.ini file — click OK.

Disk Adminigtrator |

The partition number of the partition which containg your Windows
MT syztem flez has changed.
The ald partition number waz 3; the new partition number iz 4.

Edit EOOT.IMI to reflect this change before shutting the syztem
dowr.

Figure 10. Disk Administrator Message 2.
Now the partition needs to be formatted.
4. Right-click on the F: to display popup menu (Figure 11).

=% Disk Administrator

Partition Fault Talerance Tools Wiew Options Help

=l Disk 0 : : : F:

EISA Utiitie | FAT FAT Unknown
1588 MB 1502 MB

Azsign Drive Letter...

CD-ROM 0 : Elee

Internet Dielete
E xplorer

Froperties

f . Frimnary partition . Logical drive I:‘ Wolume set

| Format

Install Internet
Information ...

R Start| & peANYWHERE Waiing..|[3 Disk Administrator Document -wordPad | 450 PM
Figure 11. Disk Administrator Display with Popup Menu.
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5. Select the Format menu option.
The Format dialog is displayed (Figure 12).

Format F:% EE |
Capacity:
ILInknu:uwn capacity j
File System

[NTFS ]

Allocation Unit Size

I Default allocation size j

Wolumne Label
{DaTA

— Format O ptions

™ Quick Format
™ Enable Compression

Start I Cloze

Figure 12. Format Dialog Display.

6. Format the disk with the NTFS file system and enter DATA as
the label name. NOTE: DO NOT Enable Compression!

7. Click Start. A WARNING message is displayed.

8. Click OK. After the format is complete, a dialog is displayed
stating the format operation is complete.

9. Click Close in the Format dialog box.
You are returned to the Disk Administrator window.

10.

Close the Disk Administrator window.
You are returned to the Windows Desktop.

Restore Data

1.

The data from the F drive needs to be restored to the partition.
(This section assumes ARCserve 6.0 is installed — see later
section for instructions on ARCserve 6.5).
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From the Start Menu, select Programs -> ARCserve for
Windows NT -> ARCserve Manager.
The Quick Access menu is displayed (Figure 13).

i Quick Access [x]

25y | Job Status Media Pool Management
§ Global ARCserve servers jobs and % Media pocls and media configuiation
activities management

2 Backup
gi Custor and sutomated backup of

networks

% Restore
(58 | Complete deta recaven of volumes,
dirsctories, and fiss
e
Custom copy of volumes, directories,
&2 | and fles

Recover DB Merge Tape  Scan Tape

= Device Management
g Realtime format, erase, and status
dlisplay of bape: devices
E Manage and visw the Database
- {lobs. Tapes, et
Reports
Wiew and print logs and reports
&l 2] [

Compare Count Purge

Datahase

Figure 13. Quick Access Menu.

Click on the Restore button.

The Restore manager window is displayed (Figure 14).

A% ARCserve - [Restore - Untitled:1]

[&] Fie Manager View Restore ‘Window Help

@] o553 0] RIE

Souce | Destinalion | Schedu |

ERestore by Tape 52

- LI g8 03/04/98 2:22PM [ID:384C]

[ [My ComputerDEH1T200

Figure 14. Restore Manager Window Source Tab.

[User: Administator [317/98 454 FM y

From the Source tab, change the restore from List to Restore by
Tape.

Click the “4” to expand the tape sessions on the selected tape as
shown in Figure 15.

& ARCserve - [Restore - Untitled: 1]
(%] File Manager View Restore ‘window Help

= Y DL EES

Souce | Destination | Sehedule |

= Restore by Tape e
- A8 03/04/98 222PM [ID:384C) Type of Information [alue
o Session 0013 \\DCH1T 2000C: Tape Name 03/04/98 2:22PM
ﬂg Session 0014 : \\DCH1T 2004D: Tape D 3B4C
L Session 0015 \\DCH1T 200\ Sequence Mo, 1
Sestion No 15
BackedUpOn 3/17/98 3:40 PM
Source Path F:
Session Type NT NTFS
Session Method Full
Session Flags Drive, Catalog, No Detail
KBytes 52,295
Files 438
< | »

| [My ComputerDCH1T200

Figure 15. Restore Manager Window Tape Sessions.

[User: Adinistrator [3/17/%8 454PM i

Click the green box next to the most recent session for the F
drive that you want to restore.
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Click the Destination tab (Figure 16). By default, the Restore
files to their original location(s) should be checked (check it if it
is not).

% ARCserve - [Restore - Untitled:1]
File Manager View Festore ‘window Help = =N

T@“W'Bﬁéeg

Source :\'5%‘[‘;}{5{5{?' Schedule |

FIEE

W Bestore files to their original location(s)

|<E|r|g|nal Location: [Destinstion vl

F:& Restore files to their ariginal location|s]

| | My ComputerDCH1T200 [ User: Administratar | 317/98 454 PM A

Figure 16. Restore Manager Window Destination Tab.

o

Click the Schedule tab. The default is Run Now is displayed.

From the Restore menu, select Run/Schedule. The session user
name and password dialog is displayed (Figure 17).

Session User Name and Password B

For each tape session, enter;
. Llsemame and pazsward for the maching to which the files are restared.

o1 I address for agent restare only,

Tape |Sess. # |Path IUSEINaI‘ﬂB |P it
03/04/98 2 22PM [3B4C] 0015 SSOCHIT 2000 Adrinistratar __l

1| | 3

Figure 17. Session User Name and Password.

e If you are logged on as an Administrator equivalent, you will
not need to change any information — click OK to continue.

® If you are not logged on as an Administrator equivalent,
click the session to select it and click Edit. A dialog will
appear, prompting you to enter a user name and password.
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10.

A summary dialog is displayed (Figure 18).

—Job Description

Ok,
Job Tvpe
Restane
Fun Maow Job Cared]

Destination Hode

Restore files to their onginal location(s) Save

Help

4l

I Suibamit o Hld

Description |

Figure 18. Summary Dialog.

11.

Click OK to continue if all the information is correct. The

Restore process will begin. (Figure 19).

U8 Fle Manager Miew JobStatus ‘window Help TR

B 358 B Zd|el fild

5@ ARCserve Servers
124 by Camputer < DCH1T200> dob Bt | iy Lo |

Server GueuelD | LoglD | Status Execution Time

JOBE SUHHARY -
RESTORE FROM TAFE

Host Machine DCH1T200
Job Owner Administrator
Owner Password HONE
« ’
Job Detail | Job Log
[ [My ComputerDCH1T200 [User: Administrator [ 317/38 455 PM P

Figure 19. Job Status Window

12.

After the restore has completed, a Job Status Window is
displayed with the status of the restore job indicated (Figure 20).

ARCszerve Hestore - GROUFPO - 2 E

Restore Operation Successful.

Figure 20. Restore Operation Successful Window.

13.

Close ARCserve.

14.

From the Start Menu, select Shutdown -> Restart the
computer.

15.

Click OK to complete the restore process.

James Barakaat — Systems Documentation Specialist Page 14



